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1 Executive Summary 

Forrester Research
1
 reports that the enterprise backup storage footprint is growing at over 40% per year, 

yet budgets and acquisition costs remain flat. Bandwidth costs and constraints become more acute with 

larger datasets. NetApp
®
 AltaVault

™ 
cloud-integrated storage can help companies save time and money 

by simplifying business, speeding up data transfers, and freeing up IT personnel for other projects. 

Most backup and recovery solutions, such as tape libraries, are slow and waste time and resources. 

According to Gartner,
2
 67% of companies still use tape in their backup environment. Tape is expensive to 

maintain, and every recovery effort risks data loss. By contrast, NetApp AltaVault storage offers 

companies the following benefits: 

 Reduced overhead and less time required to manage data recovery 

 A single appliance capable of scaling more than 28PB of data, with 5.6PB stored locally 

 A 30-fold reduction in data volume, with restores that are four times as fast 

 Ironclad security, compliance, and encryption of data on site, in transit, and within the cloud 

AltaVault appliances effortlessly integrate with preexisting backup software and support 95% of the cloud 

storage solutions on the market today, including those of all leading cloud storage providers. AltaVault is 

easy to deploy and can be coupled with the FlexPod
®
 Datacenter with NetApp All Flash FAS (AFF) and 

VMware vSphere solution. This combination produces an architecture that is seamless, industry proven, 

and validated to industry best practices. 

2 Program Summary 

The NetApp Verified Architecture (NVA) program offers customers a verified architecture for NetApp 

solutions. An NVA provides you with a NetApp solution architecture with the following benefits: 

 Thoroughly tested 

 Prescriptive in nature 

 Minimized customer deployment risks 

 Accelerated customer time to market 

This NVA design guide discusses the architectural considerations for determining the equipment and 

configurations that are appropriate for the deployment of AltaVault appliances with the FlexPod 

infrastructure in particular environments. The guide addresses the following specific topics: 

 Data center resiliency 

 Fault tolerance 

 High availability (HA) 

 Performance expectations 

                                                      
1
 Yamnitsky, Michael. Gillett, Frank E. “Hardware Trends 2013: Data-Intensive Firms Lead Adoption of Next-
Generation Computing.” Forrester Research Report, February 23, 2015.  

2
 Rinnen, Pushan. “Magic Quadrant for Deduplication Backup Target Appliances.” Gartner, Inc., July 21, 2014.  

https://www.forrester.com/Hardware+Trends+2013+DataIntensive+Firms+Lead+Adoption+Of+NextGeneration+Computing/fulltext/-/E-res77761
https://www.gartner.com/doc/2813220/magic-quadrant-deduplication-backup-target
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3 Solution Overview 

A cloud-based backup architecture can significantly reduce costs, increase business agility, and simplify 

disaster recovery. However, developing a backup strategy for both on-premises and off-premises data 

centers while incorporating a disaster recovery (DR) solution often creates a complex infrastructure that is 

difficult to manage and scale. 

FlexPod Datacenter with NetApp AFF and the NetApp AltaVault cloud-integrated storage appliance is a 

shared, verified, and proven solution spanning private and public clouds. The solution is built on the 

previously validated FlexPod Datacenter with AFF design with the following additional components: 

 AltaVault AVA-v8 virtual appliance. For a DR case study. 

 Amazon S3 cloud storage. The cloud service used by AltaVault. 

 Veritas NetBackup Catalog. Provides awareness of NetApp Snapshot
®
 copies and allows point-in-

time restore from AltaVault. 

 Veritas NetBackup Replication Director. Cascades backups from primary storage to secondary 
storage to the AltaVault virtual appliance. 

3.1 Target Audience 

This design guide is intended for NetApp and partner solution engineers and strategic customer decision 

makers, including the following audiences: 

 Customer or partner architects 

 Customer IT business leaders 

 Private cloud and hybrid cloud architects 

3.2 Solution Technology 

This document focuses on the core technologies used by the AltaVault appliance to protect and secure 

data from end to end and to provide the highest level of integrity and recoverability. This document also 

discusses deployment scenarios for the AltaVault appliance and the provisioning of AltaVault appliances 

on FlexPod Datacenter with AFF for backup, archiving, and disaster recovery. 

Figure 1 shows the architecture of FlexPod with AltaVault connectivity. 

http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_esxi60_n9k_design.html
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Figure 1) FlexPod infrastructure with virtualized AltaVault. 

 

3.3 Use Case Summary 

The flexibility of AltaVault and the FlexPod infrastructure allow this solution to accommodate various 

business and technical needs, including validated use cases that use AltaVault virtual appliances. Tests 

for these use cases have focused on the following aspects of seamless Snapshot replication between 

AltaVault and FlexPod Datacenter with AFF: 

 Cascading replication of Snapshot copies from primary storage to secondary storage and then to 
NetApp AltaVault 

 Recovery of data from an AltaVault virtual appliance to the primary site 

 On-premises hardware appliance failure, including appliance replacement, the restoration of the 
previous backup configuration, and the verification of data restored from the cloud (Amazon S3) 

 Off-premises disaster recovery, including restoration of the failed appliance configuration on a remote 
AVA-v8 virtual appliance with a new IP address and completion of the data restore from the cloud 

4 NetApp AltaVault Appliance 

Companies face continuing demand to maintain the highest levels of data integrity for increasingly large 

datasets. Therefore, they must find effective data protection solutions that balance cost, protection, and 

disaster recovery features. Historical approaches for protecting data and making sure of recoverability in 

disaster scenarios, such as tape backup and disk-to-disk replication, face significant constraints. 

Problems include the amount of human interaction, technical complexity, and costs that are involved in 

the implementation of these solutions to meet recovery requirements. 



7 NetApp AltaVault and Veritas NetBackup Solution with FlexPod Datacenter:  
NVA Design 

© 2016 NetApp, Inc. All rights reserved. 

 

NetApp AltaVault storage enables you to securely back up data to the cloud at costs that are up to 90% 

lower than the costs for on-premises solutions. With AltaVault, you have the power to tap into cloud 

economics while preserving your investments in backup infrastructure and meeting backup and recovery 

SLAs. 

The AltaVault appliance is a disk-to-disk data storage optimization system that can be integrated with a 

variety of class-leading cloud storage providers. AltaVault can also be integrated with backup and archive 

applications to protect critical production data off site. Integration can be achieved without the complexity 

of tape management solutions or the cost of in-house DR sites and services. When administrators add an 

AltaVault appliance as a target for their backup or archive infrastructure, the backup server connects to 

the AltaVault appliance by using the CIFS or NFS protocols. 

AltaVault appliances ingest backup data or archive data through multiple 1GbE or 10GbE connections 

and perform inline, variable-length deduplication of the data in real time. Because the AltaVault appliance 

uses the local cache to store enough data for the recovery of recent information, it improves LAN 

performance for the most likely restores. The appliance then asynchronously replicates deduplicated, 

compressed, and encrypted backup data to public or private cloud storage through SSL connections. 

AltaVault appliances optimize replication restores from the cloud because they move only deduplicated 

data over the WAN. 

AltaVault appliances are designed to maintain a high level of data integrity while delivering the 

performance and cost that customers expect in a backup and DR solution. AltaVault appliances are 

available in a variety of sizes to scale with business requirements and growth. They are also available in 

virtual-format editions for environments that use hypervisors such as VMware vSphere and Microsoft 

Hyper-V or the Amazon EC2 Marketplace for cloud-to-cloud backups. This flexibility provides alternative 

methods for data recovery in a disaster when infrastructure and resources might not be available in the 

same manner as in the lost primary data center. 

4.1 AltaVault Deployment Scenarios 

AltaVault appliances can be easily integrated into a backup application infrastructure. Depending on the 

scope and size of the environment being protected, they can be deployed in a number of scenarios. For 

example, a typical deployment scenario places an AltaVault appliance directly behind the backup or 

archive application to protect the data to the cloud. Data is stored on the appliance cache for quick 

restore of backups and maintained in cloud storage for long-term archiving, auditing, and compliance. 

Figure 2 shows the layout of a typical AltaVault deployment. 

Figure 2) General AltaVault deployment example. 
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Many organizations, however, have more complex environments. They might have a disk infrastructure or 

a deduplicated disk infrastructure for retaining data for short-term requirements and a tape infrastructure 

for longer-term requirements. In these scenarios, companies are often constrained by cost from adding 

local infrastructure, or data growth might cause problems with off-site tape library management. The 

AltaVault appliance can seamlessly serve as a lower tier of storage for offloading less critical data from 

disk storage so that disks can be reused for higher-priority data. AltaVault can also provide off-site data 

protection that replaces large tape infrastructure footprints in the data center. Figure 3 shows an AltaVault 

configuration for data tiers. 

Figure 3) AltaVault appliance configured for data tiers. 

 

In addition to storage infrastructure requirements, some organizations require different retention rates. In 

such cases, multiple AltaVault appliances can be used to divide the storage for each retention tier. For 

example, in some scenarios, some data must be protected for long-term audits or government 

compliance, whereas other data can follow normal retention policies. AltaVault appliances can be 

configured with backup or archive policies that keep different data types separated. Then each AltaVault 

appliance can be pointed to its own cloud storage target. Figure 4 shows a layout in which AltaVault 

appliances are configured for different retention periods. 

Figure 4 ) AltaVault appliances configured for different data retention periods. 
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Regardless of the deployment scenario, AltaVault appliances provide a flexible storage point for an 

organization’s growing data requirements. Administrators can select the location and retention tier in 

which to use AltaVault appliances. 

4.2 AltaVault Architecture 

AltaVault appliances are file-based appliances that provide flexible high-performance storage for backup 

applications through the Windows CIFS protocol (also known as Small Message Block [SMB]) and the 

UNIX or Linux NFS protocol. Unlike block-level appliances, AltaVault appliances do not require extensive 

IT architecture redesign, configuration, and implementation for integration into an existing storage 

infrastructure. Organizations can connect AltaVault appliances directly to the network and quickly create 

shared storage folders to which backup and archive applications can be pointed for subsequent backup 

operations. 

AltaVault appliances use proven NetApp enterprise-grade storage chassis engineered to rigorous design 

standards. All AltaVault appliances use dual power supplies for redundancy to protect the appliance from 

individual power supply failures. Likewise, dual boot partitions enable AltaVault appliances to power on 

and boot properly in an unplanned power outage or failed software upgrade. To provide the horsepower 

required for driving the inline deduplication functions so that data ingest rates are met, AltaVault 

appliances have dual CPUs. Each CPU has multiple cores and up to 256GB of low-latency error-

correcting code memory. 

The appliance shelves contain enterprise-grade near-line SAS disks. The disks are configured by 

hardware-based RAID controllers as RAID 6 groups for consistent, reliable data read and write 

performance and data integrity in the case of dual-disk failures. RAID controllers are protected by a 

battery-backed unit for uninterrupted operation when a power outage occurs. RAID 6 allows up to two 

disk failures and prevents the time required to rebuild the array after a disk fails from affecting data 

integrity if a second disk fails during rebuilding. When a disk fails, RAID rebuilding can take as little as a 

couple of hours after a replacement disk is provided. 

Data connectivity is enabled through multiple 1GbE and 10GbE connections to deliver ingest rates of up 

to 8TB per hour from backup applications. In addition, the ports can be aggregated into virtual interfaces 

for easier appliance manageability through the 802.3ad industry standard. The multiple 1GbE and 10GbE 

connections provide accessibility for AltaVault management and for data leaving the AltaVault appliance 

for public cloud storage. Users can select which interfaces to use, depending on the complexity of the 

network environment in which the AltaVault appliance is placed. 

AltaVault also has significant expansion capability; it can support a total system capacity of up to 384TB 

of usable cache, which can manage up to 1.92PB of cloud storage. Assuming deduplication rates of up to 

30 times, a single AltaVault solution can support over 57PB of logical data in the cloud. By delivering 

flexible expansion capabilities, AltaVault can grow as capacity requirements grow due to business needs. 

Finally, AltaVault appliances include a service processor card to perform platform management. This 

important feature provides access to AltaVault appliances with normal runtime problems that prevent 

regular access through the GUI. The feature also helps administrators centrally manage and monitor 

AltaVault appliances that are located in remote sites. Figure 5 summarizes the features of AltaVault 

appliances. 
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Figure 5) AltaVault appliance features. 

  

4.3 AltaVault Data Integrity and Security 

An important facet of a reliable data protection appliance is its ability to provide end-to-end data integrity 

and maintain a high level of internal security while it owns and manages the data. AltaVault appliances 

have many layers of integrity checks, including transactional consistency logging and checksum 

verification at every stage of ingest and recovery. 

When data is ingested into an AltaVault appliance, it is segmented into small chunks in real time and 

placed in the AltaVault memory. As the ingest proceeds, AltaVault creates fingerprint labels to individually 

identify data chunks. It also generates the first checksum to verify that the data written to memory 

represents the data streamed from the backup application over TCP/IP. 

The AltaVault appliance then hashes the fingerprint labels and compares these hashes to hashes that 
were previously written by AltaVault. Because AltaVault performs variable-length deduplication by using 
one of the finest granularities in the industry, it can achieve the maximum level of data deduplication. If a 
match does not occur, AltaVault compresses the data with the Lempel-Ziv compression algorithm and 
encrypts the new labels with 256-bit AES encryption. It then flushes the resulting new data segments to 
disk in a container called a slab. AltaVault generates a checksum against the data written to disk and 
checks it when slabs are loaded for future comparisons. Figure 6 depicts the method for AltaVault 
encryption. 

Figure 6) AltaVault encryption. 

 

At the same time that the new segments are written, AltaVault creates an entry, called a label map, in 
memory. This entry enables the decoding of the data stored by the AltaVault appliance back to the source 
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application for restore requests. The label map entry is then flushed to disk, and the checksum is verified. 
At any point, the data accepted into an AltaVault appliance can be recovered to its original form. 

Slabs and the associated metadata written to the AltaVault appliance are asynchronously replicated to 
cloud storage through SSL 3 or TLS 1.3 connections for disaster recovery and long-term backup and 
archiving. AltaVault validates replication consistency to the cloud by transferring the slab data and then 
performing a checksum to verify that the content has arrived. Next, AltaVault sends the corresponding 
metadata for the slab and uses the checksum to verify the metadata.  

Performing replication in this controlled fashion offers crash consistency and rollback mechanisms if 
replication is interrupted while AltaVault is sending data to the cloud. AltaVault appliances can examine 
and confirm unfulfilled transactions and, in the event of partial slab synchronization, delete the 
problematic data and resend it. Figure 7 summarizes the data flow process into the AltaVault appliance. 

Figure 7) AltaVault appliance data flow. 

 

All transactions performed on an AltaVault appliance are listed in a transaction log that records the state 

of the data and the actions taken. The appliance asynchronously replays these same changes with cloud 

storage through separate threads. This process allows the AltaVault appliance to be consistent in 

transactions and provides crash-consistent transactional recovery to the local storage and the cloud-

replicated copy if power outages or unexpected hardware problems occur. 

In addition to the exhaustive set of mechanisms that protect the data written to the appliances and to the 

public cloud, AltaVault also provides tools for manual verification of the data. Those tools are MSFCK and 

Verify, which correspond to file system checks for local systems and for the cloud, respectively. MSFCK 

diagnoses and checks the integrity of the disk storage file system that is used by the AltaVault appliance. 

It provides a thorough check of not only the metadata but also the data content. If damaged content is 

discovered, the data can be retrieved from the cloud copy. Verify checks replication consistency and is 

available to verify that the replicated data is in the cloud storage target specified by the AltaVault 

configuration. 

AltaVault appliances can encode data to conform to the FIPS 140-2 level 1 of security. The NetApp 

Cryptographic Security Module that AltaVault appliances use complies with the standard to prevent data 

from being compromised by insecure cryptographic algorithms. When the appliance is paired with a 
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compliant cloud storage provider, you can rest assured that your data is maintained under a high level of 

security. This capability is important for many business sectors, including government, legal, and 

healthcare. 

4.4 AltaVault Ecosystem Integration 

Purpose-built for backup and archive markets, AltaVault appliances can claim best-in-class backup 

application integration. With integration for all leading backup, database, and virtual backup solutions as 

well as for all leading cloud storage providers, AltaVault appliances offer a wide range of coverage in the 

industry today. Figure 8 presents the AltaVault appliance ecosystem. 

Figure 8) AltaVault appliance ecosystem. 

 

AltaVault appliances optimize data transfers for the different methodologies used by backup applications. 

For example, CommVault Simpana inserts tape markers into its backup streams. This insertion can affect 

data deduplication performance if it is not handled correctly by the deduplication engine. Similarly, Veeam 

Backup & Replication uses specific data read routines when performing vPower-based virtual machine 

(VM) recovery operations. The ability to detect these activities and optimize performance for them 

separates AltaVault appliances from other options. 

AltaVault appliances are fully integrated with backup applications, and they are among the few appliances 

that are certified with those backup applications. AltaVault appliances received Tivoli Ready certification 

from IBM for the Tivoli Storage Manager backup family of products. These appliances are also on the 

HCL for Backup Exec 2014 and are Veeam Verified for Veeam Backup & Replication. These certifications 

are living partnerships with the vendors, and they guarantee that a high level of integration and testing 

has been performed to qualify cross compatibility within business environments. 

4.5 AltaVault Deduplication 

Deduplication lies at the heart of a cloud storage appliance or deduplication storage device. 

Understanding the technology design and what it can provide from a storage perspective is important for 

evaluating deduplication storage platforms. Today’s deduplication storage products implement one of two 

major types of deduplication processes, and, within each process, various methods for achieving 

deduplication. 

Inline Deduplication 

The first type of deduplication process is inline deduplication, which is also called in-band deduplication. 

The deduplication engine in this design examines data as it is received in real time by the storage unit. It 

then deduplicates the data by using the physical memory to quickly compare the source data stream 
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against previously examined data. The engine also determines if the source data is a duplicate of existing 

deduplicated data on the storage device. If the source data is a duplicate, only a small reference counter 

is incremented for that data, and the data is discarded. If the source data is different, then that data is 

written to the storage unit at the cost of a single write and read. Figure 9 illustrates the AltaVault inline 

deduplication process. 

Figure 9) AltaVault appliance inline deduplication. 

 

The main benefit of inline deduplication is that the data is stored in the most efficient format on the 

storage unit. This process results in the largest amount of available space for source data from the user 

environment. Inline deduplication results in the following additional important benefits: 

 Lower performance cost of getting the data to disk, which in this example requires only one write 
operation to secure the data and one write operation to validate the data  

 Capability to immediately replicate that data, such as to the public cloud, with AltaVault appliances 

 Absence of a deduplication window, such as with postprocess deduplication storage devices 

In previous systems, storage write performance degraded with inline deduplication because of the CPU 

overhead required to perform deduplication. However, the current generation of hardware systems, which 

have a large supply of RAM, powerful multicore CPUs, and flash memory, has resolved this concern. 

Postprocess Deduplication 

The second type of deduplication process that appliances can use is postprocess deduplication, which is 

also called out-of-band deduplication. Although AltaVault does not support postprocess deduplication, it is 

still important to understand how this process differs from inline deduplication to compare the two 

technologies.  

For postprocess deduplication, the source data must be written to the deduplication storage unit’s disk in 

its original nondeduplicated form. Only after the data has been written to disk can the deduplication 

process start; this is commonly referred to as the postprocess deduplication window. Postprocess 

deduplication includes reading back the data from disk to memory, reducing the amount of data by 

comparing the source data to previously deduplicated data, and writing new deduplicated data back to 

disk. This process can be time consuming and waste space because data must be written twice and read 

three times as follows: 

 Written once in source form during the initial ingest 

 Read from disk storage for validation against the source data 

 Read again in source form during postprocess deduplication 
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 Written back to disk in deduplicated form if the data is unique 

 Read from disk storage after the write to validate the deduplicated data 

Figure 10 illustrates the postprocess deduplication process. 

Figure 10) Postprocess deduplication. 

 

Because of the heavy I/O requirements for handling and storing the data stream in its nondeduplicated 

form, postprocess deduplication systems typically require more CPU and disk resources, such as SSDs 

and additional storage disks, than inline deduplication systems. These resources are realized as capital 

costs in equipment, energy, and space expenditures as well as performance costs if the system is unable 

to deduplicate the source data during the postprocess deduplication window. 

Additionally, the ability to protect the system through replication can be significantly affected because 

data remains unprotected while the system waits for postprocess deduplication to complete before it 

initiates replication. The data capacity that the unit is able to store and protect can be limited, even if there 

is sufficient storage for much greater quantities of data, because the data ingest and the postprocess 

deduplication window reduce the replication window. 

Additional Deduplication Methodologies 

Beyond the deduplication technology type, another important consideration is whether the source data is 

being deduplicated to its most efficient deduplicated size. Deduplication algorithms typically examine data 

by using two methodologies: 

 The type of the data segment: fixed-length segments or variable-length segments 

 The length of a segment 

Fixed-Length Segments Compared with Variable-Length Segments 

Many vendors implement algorithms that divide the data for deduplication comparison. These algorithms 

can divide the data into fixed-length segments or variable-length segments. 
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For example, take the data blocks that represent a common English pangram broken into eight-character 

segments. Fixed-length algorithms examine the source data based on fixed block sizes to find matches to 

deduplicated data. Although this type of algorithm is easier to implement and potentially faster to execute 

on a data stream, it does not find nearly as much data to reduce as more robust deduplication strategies 

do. Additionally, changes to the data in those blocks increase storage consumption, because data shifts 

within blocks can increase the amount of unique data for subsequent writes to the deduplication storage 

device. Changing the first word from “A” to “The” in the examples in Figure 11 and Figure 12 affects all 

segments because, after the data shifts, none of the resulting segments is identical to the original 

segments. 

Figure 11) Original data segments. 

 

Figure 12) Fixed-length segments after a data change. 

 

In contrast, deduplication systems, such as AltaVault appliances, that implement variable-length 

deduplication algorithms can see marked improvements in storage device utilization. AltaVault appliances 

can detect subtle changes in the data stream and account for changes that would otherwise reduce 

duplicate matches. The results of variable-length deduplication are an increased rate of deduplication 

matches and overall less storage consumption to hold the changed data blocks. In the example in Figure 

13, changing the first word from “A” to “The” does not affect all of the segments. Only the first segment is 

not a match to the original segment; the first segment grows in size to accommodate the additional 

characters. Because all other segments are still the same, they count as duplicates and are not stored as 

new segments. 

Figure 13) Variable-length segments after a data change. 

 

Data Segment Size 

Another consideration for deduplication functionality is the size of the data segment. In general, the larger 

the data segment, the more potential there is for unique data. Conversely, the smaller the data segment, 

the more potential there is for duplicate data. 

Vendors typically deduplicate data by using multikilobyte data segments that range from 8KB to 256KB. 

AltaVault appliances use very granular data segments that start at 512 bytes. The reduced segment size 

coupled with a variable-length deduplication algorithm improves the ability of AltaVault appliances to 

deduplicate data efficiently. Figure 14 compares data segment size as a factor for deduplication 

efficiency. 
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Figure 14) Data segment size. 

 

Deduplication Summary 

The overall deduplication performance of a cloud storage gateway solution can be measured as a 

function of the relationship between the type of deduplication process, the type of segment-length 

algorithm, the segment size, and the comparison methods used. Good deduplication functionality 

increases the amount of data that organizations can store and protect on a deduplication storage 

appliance. With cloud storage gateways, this efficiency becomes even more important because it affects 

the amount of cloud storage consumed, which in turn affects the overall recurring cost of the solution per 

month. 

AltaVault appliances reduce storage costs by using efficient deduplication features. These appliances 

also deliver an outstanding deduplication storage appliance experience for users looking to protect data in 

cloud storage. Table 1 summarizes the benefits of the AltaVault deduplication methodology. 

Table 1) Deduplication feature comparison. 

Feature Comparison Best Performance for Backup Reasons 

Inline deduplication versus 
postprocess deduplication 

Inline deduplication Fewer reads and writes to disk, fewer 
resources consumed, and larger backup 
windows 

Fixed-length segments 
versus variable-length 
segments 

Variable-length segments Fewer changed blocks to write and increased 
storage utilization 

Large data segment size 
versus small data segment 
size 

Small data segment size Finer granularity for greater deduplication 
efficiency 

4.6 Additional AltaVault Features 

AltaVault has class-leading enterprise hardware capabilities, end-to-end data integrity and security, and 

superior deduplication functionality. The appliance also has several other capabilities that make it an 

exceptionally strong fit for today’s large backup and archive workloads. 

AltaVault Replication Capabilities 

Replicating data to public cloud storage is an important piece of a cloud storage gateway’s capability to 

protect a business environment. AltaVault appliances have advanced WAN optimization capabilities that 

maximize replication efficiency to cloud storage while providing users with options to throttle bandwidth 

usage and to schedule when replication can run. 

AltaVault appliance replication is performed through cloud provider APIs, which are typically HTTP/REST-

based protocols. These protocols are designed for multisession ingests of small data segments that are 

stored collectively in a single target location, commonly referred to as a cloud bucket. NetApp has worked 

with each supported cloud provider to tune networking parameters so that they optimize throughput for 
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cloud storage. The optimization dynamically and intelligently allocates multiple threads to transmit data to 

and from the cloud based on networking performance, the data in the replication queue, and the cloud 

provider selected. Transactions are batched together for maximum throughput and efficiency of the 

replication threads (see Figure 15). Data objects typically range in size from several kilobytes to a few 

megabytes. If a problem occurs when an object is being replicated, the process automatically pauses and 

alerts the user that replication was unable to maintain connectivity to the cloud storage bucket. 

Figure 15) Dynamic replication thread allocation. 

 

The replication process is automatic, and AltaVault provides an estimated time of completion so that 

users can better understand the time frames for performing replication. This estimation is important if 

users have restricted bandwidth or rely on scheduling windows. By having an established completion date 

and time for replication conclusion, users receive a clear indication that their data is in sync with cloud 

storage and is protected if a disaster occurs in the data center. 

AltaVault Eviction Process 

The AltaVault appliance cache is designed to serve as a temporary data storage location for the most 

recent backup data and archive data if an immediate restore is needed. The recovery range can vary 

from weeks to a month, depending on the needs of the business. Because AltaVault can recover over 

90% of typical use cases, most restores are performed solely from the local cache. 

Over time, the data that is ingested and protected by an AltaVault appliance might not fit in the 

appliance’s local cache. When the appliance storage fills up, eviction might be required to remove data 

segments from the AltaVault cache for new data to be received. The evicted data is the least recently 

used, but it has also been replicated previously. Evicted data segments continue to exist as cloud-only 

copies in cloud storage, and the backup application continues to see the segments as if they were local to 

the AltaVault appliance. 

Eviction is triggered when the AltaVault appliance reaches 90% utilization. The least recently used data 

segments are removed until the cache falls back under 90% utilization. In addition, users can configure 

policy-based eviction on a share or export to achieve expedited eviction processing for that share ahead 

of any recently used data segments. This feature is useful for the archive-data use case and for data that 

is needed only for long-term actions, such as an audit or a disaster.  

The AltaVault appliance performs eviction automatically, so no user interaction is required to determine 

whether the AltaVault cache has sufficient space for new data. Typically, eviction occurs several weeks 

after an AltaVault appliance is deployed. For this reason, the least recently used blocks that are evicted 

represent much older backups that are not required for common restore requests. 

If the evicted data is required by the backup application for recovery, the deduplicated segments that are 

not in the AltaVault cache can be recalled to the AltaVault appliance from the cloud. This process is 

performed invisibly such that all restores for the backup application look like they are coming back from 
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the local disk on the AltaVault appliance. It is likely that the data being restored still has many of the same 

segments in the AltaVault cache (those segments that are duplicates of other segments that are more 

frequently referenced). Therefore, the amount of cloud access required to recover evicted segments is 

commonly very low and only affects recovery performance for restores in a minor way. 

To give users further insight into eviction, AltaVault appliances provide comprehensive eviction views in 

the GUI. Users can identify the remaining cache available in the AltaVault appliance, the amount of data 

evicted from the AltaVault cache over time, and the average data age of the evicted bytes of data. The 

views enable users to clearly understand which local recovery time frame is available within the AltaVault 

cache. 

AltaVault Disaster Recovery Capabilities 

AltaVault appliances can help organizations recover business servers and business processes more 

quickly than traditional tape backup solutions. AltaVault is a disk-based deduplication solution, so 

recovery from the most common data loss scenarios, which often occurs within 24 to 48 hours of the data 

loss, happens quickly because the data is read from the local AltaVault appliances. 

AltaVault appliances maintain a local cache size that varies from 8TB up to 384TB of usable data. The 

cache allows the localized recovery of data between one day and a couple of months in age. If not all of 

the data is in the local cache, the AltaVault appliance recalls just the missing data segments from the 

cloud to complete the recovery. Typically, these segments are between 1MB and 4MB in size, so 

companies save money by not having to recover unnecessary data from cloud storage for the restore 

operation. 

A larger outage might require a significant restore action, which could include recovering the AltaVault 

appliance and the backup infrastructure in addition to the production business systems. These DR 

scenarios occur when the entire working infrastructure is lost, such as in a fire or flood. Their impact on 

the business can be tremendous, because they normally result in lost productivity, lost sales, and the 

inability to take products to market. In these scenarios, rapidly meeting a recovery time objective (RTO) 

and minimizing the recovery point objective (RPO) are essential to successful business continuity. 

AltaVault appliances can be deployed as virtual or physical instances in a secondary data center to 

function as cold standbys for recovery operations. In a cold standby scenario, the secondary AltaVault 

appliance uses a wizard-driven process to aid in the recovery of the configuration from the original 

AltaVault appliance. The recovery is followed by steps to recover the backup application namespace and 

populate the most recently backed up data from the cloud (typically from the last day or week). 

For data stored on volumes, AltaVault appliances maintain the association between the backup 

application and the data it needs to recover from the cloud. The appliances use smart prefetch algorithms 

to efficiently restore the data and improve the overall recovery process. The recovery process can be 

started within minutes of a disaster if the AltaVault appliance is available at the secondary data center 

site. Read-only virtual AltaVault software is free for download and use for DR purposes, and the 

appliance can be obtained from the NetApp Support site. 

Figure 16 shows the DR timeline for AltaVault appliances. 

https://support.netapp.com/
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Figure 16) AltaVault appliance DR timeline. 

  

Disk-based recovery saves significant amounts of time compared to traditional tape-based recovery. For 

tape-based recovery, tape volumes must be identified, moved to the secondary data center site, 

mounted, and read, as illustrated in Figure 17. Disk-based recovery also reduces the risks associated 

with physical volume movement (tape corruption, tape misplacement, tape security, and so on).  

When businesses combine disk-based recovery with the best practice of securing the backup application 

catalog or backup database to the AltaVault appliance, they can further reduce RTO by having the most 

recent backups available almost immediately. By allowing data recovery to begin in almost real time in 

response to a major outage event, AltaVault appliances help companies quickly regain their business 

operation capabilities. 

Figure 17) Traditional tape DR timeline. 

 

AltaVault Cold Storage Mode 

Government regulations, legal requirements, and audit compliance have vastly changed the data 

retention requirements to which businesses must adhere. Sarbanes-Oxley, HIPAA, and other regulatory 

statutes mandate that companies archive data information for a minimum of seven years or more. These 

regulations create a substantial strain on enterprise data protection budgets to manage cold, infrequently 

accessed data such as audio recordings, medical images, completed projects, and legal documents. 

To help companies manage the scale and cost efficiencies of elastic cloud storage and reduce 

management costs for infrequently accessed long-term data, AltaVault can be configured in cold storage 
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mode. In this mode, the AltaVault appliance cache is used for storing more metadata and less 

deduplicated data than in backup mode. The cold storage mode significantly expands the volume of cold 

data that is managed in the cloud. Because less deduplicated data can be stored, eviction of data to the 

cloud occurs more frequently.  

Eviction also expels the corresponding deduplication information when the deduplicated data is evicted. 

As a result, most data restores are done from the cloud instead of from the local cache, and the overall 

deduplication rate is typically lower than in backup mode. However, when configured in cold storage 

mode, AltaVault can protect upward of 60 to 250 times more data than in backup mode, or, in terms of 

object counts, over 1.3 billion file objects. Figure 18 compares the backup mode to the cold storage 

mode. 

Figure 18) Backup and cold storage modes. 

 

4.7 AltaVault Appliance Support 

AltaVault appliances include sophisticated technologies that help diagnose and resolve problems quickly. 

Every AltaVault appliance comes with built-in system monitoring capabilities to identify whether a serious 

problem has developed in its core functions or with the hardware platform itself. Users are alerted to one 

of the three status values that represent the system state: green for healthy, yellow for degraded, and red 

for critical. Users can also elect to receive notifications by e-mail when the system health becomes 

critical, such as for a bad disk or a replication service failure.  

Administrators can easily view user logs and system logs within the UI. The logs are color coordinated 

with the status values to help identify the key messages that represent the problem an AltaVault 

appliance might be experiencing. Users can also have AltaVault appliances capture and automatically 

submit system diagnosis information to NetApp Support without needing to download the information and 

manually e-mail or send it through FTP. 

Finally, AltaVault appliances support the NetApp AutoSupport
®
 capability for improved technical support. 

AutoSupport sends daily reports of AltaVault health status along with support logs to the Support team. 

Support can use this information to help troubleshoot the AltaVault appliance more effectively and to 

proactively notify customers about available updates or critical notifications. 
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5 FlexPod Datacenter with NetApp AFF 

Industry trends indicate a vast data center transformation toward shared infrastructure and cloud 

computing. Business agility requires application agility, so IT teams must be able to provision applications 

in hours instead of months. Resources need to scale up (or down) in minutes, not hours. 

To simplify the evolution to a shared cloud infrastructure that is based on an application-driven policy 

model, Cisco and NetApp developed the FlexPod Datacenter with NetApp AFF and VMware vSphere 

solution.  

5.1 FlexPod Key Design Elements 

The following design elements distinguish FlexPod Datacenter with AFF from previous versions: 

 Validation of a Cisco Nexus 9000 switch with a NetApp AFF storage array 

 Support for the Cisco 2.2(5) release and Cisco UCS B200-M4 blade servers 

 Support for the latest release (version 8.3.1) of the NetApp Data ONTAP
®
 storage operating system 

 An IP-based storage design supporting both NAS datastores and iSCSI-based SAN LUNs 

 Support for direct-attached Fibre Channel storage access for boot LUNs 

5.2 FlexPod Program Benefits 

Cisco and NetApp have carefully validated and verified the FlexPod solution architecture and its many 

use cases. They have also created a portfolio of detailed documentation, information, and references to 

assist customers in transforming their data centers to this shared infrastructure model. This portfolio 

includes, but is not limited to, the following items: 

 Best practice architectural design 

 Workload sizing and scaling guidance 

 Implementation and deployment instructions 

 Technical specifications (rules for what a FlexPod configuration is) 

 Frequently asked questions (FAQs) 

 Cisco Validated Designs (CVDs) and NetApp Verified Architectures (NVAs) covering a variety of use 
cases 

Cisco and NetApp have also built a robust and experienced support team focused on FlexPod solutions, 

from customer account and technical sales representatives to professional services and technical support 

engineers. The support alliance between NetApp and Cisco gives customers and channel services 

partners direct access to technical experts who collaborate across vendors and have access to shared 

lab resources to resolve potential issues. 

FlexPod supports tight integration with virtualized and cloud infrastructures, making it the logical choice 

for long-term investment. FlexPod also provides a uniform approach to IT architecture, offering a well-

characterized and documented shared pool of resources for application workloads. FlexPod delivers 

operational efficiency and consistency with the versatility to meet a variety of SLAs and IT initiatives, 

including: 

 Application rollouts and application migrations 

 Business continuity and disaster recovery 

 Desktop virtualization 

 Cloud delivery models (public, private, and hybrid) and service models (IaaS, PaaS, and SaaS) 

 Asset consolidation and virtualization 
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5.3 FlexPod System Overview 

FlexPod is a best practice data center architecture that includes three components, shown in Figure 19: 

 Cisco Unified Computing System (Cisco UCS) 

 Cisco Nexus switches 

 NetApp FAS systems 

Figure 19) FlexPod component families. 

  

These components are connected and configured according to Cisco and NetApp best practices, and 

they provide the ideal platform for running a variety of enterprise workloads with confidence. FlexPod can 

scale up for greater performance and capacity (adding compute, network, or storage resources 

individually as needed), or it can scale out for environments that require multiple consistent deployments 

(rolling out additional FlexPod stacks). The reference architecture covered in this document leverages the 

Cisco Nexus 9000 for the switching element. 

One of the key benefits of FlexPod is the ability to maintain consistency at scale. Each of the component 

families (Cisco UCS, Cisco Nexus, and NetApp FAS) offers platform and resource options to scale the 

infrastructure up or down while supporting the same features and functionality that are required under the 

configuration and connectivity best practices of FlexPod. 
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FlexPod Design Principles 

FlexPod addresses four primary design principles: 

 Application availability. Verifies that services are accessible and ready to use. 

 Scalability. Addresses increasing demands with appropriate resources. 

 Flexibility. Provides new services or recovers resources without requiring infrastructure modification. 

 Manageability. Facilitates efficient infrastructure operations through open standards and APIs. 

5.4 Validated System Hardware Components 

The following components are required to deploy the FlexPod Datacenter with AFF design: 

 Cisco UCS B-Series 

 Cisco Nexus 9000 

 Cisco Nexus 2232PP FEX 

 Cisco UCS C-Series 

 NetApp AFF8060 

Cisco Unified Computing System 

Cisco UCS is a next-generation solution for blade and rack server computing. The system integrates a 

low-latency, lossless 10GbE unified network fabric with enterprise-class, x86-architecture servers. The 

system is an integrated, scalable, multichassis platform in which all resources participate in a unified 

management domain. Cisco UCS accelerates the delivery of new services simply, reliably, and securely 

through end-to-end provisioning and migration support for virtualized and nonvirtualized environments. 

Cisco UCS consists of the following components: 

 Cisco UCS Manager provides unified, embedded management of all software and hardware 
components in the Cisco UCS. 

 Cisco UCS 6200 Series fabric interconnects are a family of line-rate, low-latency, lossless 10GbE and 
Fibre Channel over Ethernet (FCoE) interconnect switches that provide the management and 
communication backbone for Cisco UCS. 

 The Cisco UCS 5100 Series blade server chassis supports up to eight blade servers and up to two 
fabric extenders in a six-rack-unit (RU) enclosure. 

 Cisco UCS B-Series blade servers increase performance, efficiency, versatility, and productivity with 
Intel-based blade servers. 

 Cisco UCS C-Series rack-mount servers deliver unified computing in an industry-standard form factor 
to reduce the total cost of ownership and increase agility. 

 The Cisco UCS adapter wire-once architecture offers a range of options to converge the fabric, 
optimize virtualization, and simplify management. 

Cisco Nexus 2232PP 10GbE Fabric Extender 

The Cisco Nexus 2232PP 10Gb provides 32 10GbE and FCoE SFP+ server ports and 8 10GbE and 

FCoE SFP+ uplink ports in a compact 1RU form factor. 

When a Cisco UCS C-Series rack-mount server is integrated with Cisco UCS Manager through the Cisco 

Nexus 2232 platform, the server is managed through the Cisco UCS Manager GUI or the Cisco UCS 

Manager CLI. The Cisco Nexus 2232 provides data and control traffic support for the integrated Cisco 

UCS C-Series server. 

http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-manager/index.html
http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-6200-series-fabric-interconnects/index.html
http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-5100-series-blade-server-chassis/index.html
http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-b-series-blade-servers/index.html
http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-c-series-rack-servers/index.html
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Cisco Nexus 9000 Series Switch 

The Cisco Nexus 9000 Series delivers proven high performance and density, low latency, and 

exceptional power efficiency in a broad range of compact form factors. These switches, running in NX-OS 

software mode, offer both modular and fixed 10/40/100GbE switch configurations with scalability up to 

30Tbps of nonblocking performance and less than 5-microsecond latency. They also provide 1,152 

10Gbps or 288 40Gbps nonblocking layer 2 and layer 3 Ethernet ports and wire-speed VXLAN gateway, 

bridging, and routing support. 

For more information, see the Cisco Nexus 9000 Series Switch product page. 

NetApp FAS and Data ONTAP 

NetApp solutions offer increased availability while consuming fewer IT resources. A NetApp solution 

includes hardware in the form of FAS controllers and disk storage and the NetApp Data ONTAP operating 

system that runs on the controllers. Disk storage is offered in two configurations: FAS systems with SAS 

disks, SATA disks, or solid-state disks (SSDs) and AFF systems with only SSDs. The NetApp portfolio 

offers flexibility for selecting the controller and disk storage that best fit customer requirements. The 

storage efficiency built into Data ONTAP provides substantial space savings, allowing more data to be 

stored at a lower cost. 

NetApp offers a unified storage architecture that simultaneously supports SAN, NAS, and iSCSI across 

many operating environments, including VMware, Windows, and UNIX environments. This single 

architecture provides access to data with industry-standard protocols, including NFS, CIFS, iSCSI, and 

FC/FCoE. Connectivity options include standard Ethernet (10/100/1000MbE or 10GbE) and Fibre 

Channel (4/8/16Gbps). 

In addition, all systems can be configured with high-performance SSDs or SAS disks for primary storage 

applications, low-cost SATA disks for secondary applications (such as backup and archive), or a mix of 

disk types. Figure 20 shows the NetApp disk options. Note that the AFF configuration can support only 

SSDs. Also supported is a hybrid cluster with a mix of AFF HA pairs and FAS HA pairs with hard-disk 

drives (HDDs) and/or SSDs. 

Figure 20) NetApp disk options. 

 

For more information, see the following resources: 

http://www.cisco.com/c/en/us/products/switches/nexus-9000-series-switches/index.html
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 Clustered Data ONTAP Storage Platform Mixing Rules 

 NetApp Data ONTAP 8.3 Operating System 

Note: The validated design described in this document focuses on clustered Data ONTAP and IP-based 
storage. FCoE-based boot from SAN is covered as an optional configuration. 

Compute 

Cisco UCS 6200 Series fabric interconnects are a core part of Cisco UCS and provide both network 

connectivity and management capabilities to all attached Cisco UCS B-Series blade servers, Cisco UCS 

C-Series rack servers, and Cisco UCS 5100 Series blade server chassis. Each fabric interconnect is 

connected to both the Cisco Nexus 9000 switches and the links to provide a robust connection between 

Cisco UCS and NetApp storage. Figure 21 illustrates the use of vPC-enabled 10GbE uplinks between 

Cisco Nexus 9000 and the Cisco UCS fabric interconnects. Additional ports can be easily added to the 

design for increased bandwidth. 

Each Cisco UCS 5108 chassis is connected to the fabric interconnects through a pair of ports from each 

I/O module, for a combined 40Gb uplink. The current FlexPod design supports Cisco UCS C-Series 

connectivity. Thus you can directly attach Cisco UCS C-Series servers to the fabric interconnects or 

connect the Cisco UCS C-Series servers to a Cisco Nexus 2232 fabric extender hanging off the fabric 

interconnects. FlexPod designs mandate Cisco UCS C-Series management by using Cisco UCS 

Manager to provide a uniform management look and feel across blade and standalone servers.  

Figure 21) Compute connectivity. 

 

Storage 

This FlexPod design is an end-to-end, IP-based storage solution that supports SAN access through 

iSCSI. The solution provides a 10/40GbE fabric that is defined by Ethernet uplinks from the Cisco UCS 

fabric interconnects and the NetApp storage devices connected to the Cisco Nexus switches. Optionally, 

the FlexPod design can be configured for SAN boot by using FCoE. FCoE access is provided by directly 

connecting the NetApp FAS controller to the Cisco UCS fabric interconnects, as shown in Figure 22. 

https://library.netapp.com/ecm/ecm_get_file/ECMP1644424
http://www.netapp.com/us/products/platform-os/data-ontap-8/index.aspx
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Figure 22) FCoE connectivity: direct-attached SAN. 

 

Figure 22 shows the initial storage configuration of this solution as a two-node high-availability (HA) pair 

running clustered Data ONTAP in a switchless cluster configuration. Storage system scalability is easily 

achieved by adding storage capacity (disks and shelves) to an HA pair or by adding more HA pairs to the 

cluster or storage domain. Peer links and interconnects between the controllers and switches are not 

shown for simplicity. 

Note: For SAN environments, clustered Data ONTAP allows up to 4 HA pairs or 8 nodes. For NAS 
environments, it allows 12 HA pairs or 24 nodes to form a logical entity. 

The HA interconnect allows each node in an HA pair to assume control of its partner’s storage (disks and 

shelves) directly. The local physical HA storage failover capability does not extend beyond the HA pair. 

Furthermore, a cluster of nodes does not have to include similar hardware. Rather, individual nodes in an 

HA pair are configured alike, enabling customers to scale as needed as they bring additional HA pairs 

into the larger cluster. 

5.5 NetApp All Flash FAS 

NetApp All Flash FAS addresses enterprise storage requirements with high performance, superior 

flexibility, and best-in-class data management. Built on the clustered Data ONTAP storage operating 

system, All Flash FAS speeds up businesses without compromising efficiency, reliability, or the flexibility 

of IT operations. As true enterprise-class all-flash arrays, All Flash FAS systems accelerate, manage, and 

protect business-critical data, now and in the future. With All Flash FAS, companies can achieve the 

following goals: 

You can accelerate the speed of business: 

 The storage operating system employs the NetApp WAFL
®
 (Write Anywhere File Layout) technology, 

which is natively enabled for flash media. 

 FlashEssentials enables consistent submillisecond latency and up to 4 million IOPS. 
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 The All Flash FAS system delivers 4 to 12 times higher IOPS and 20 times faster response for 
databases than traditional HDD systems. 

You can reduce costs while simplifying operations: 

 High performance enables server consolidation and can reduce database licensing costs by up to 
50%. 

 As the industry’s only unified all-flash storage that supports synchronous replication, All Flash FAS 
meets all backup and recovery needs with a complete suite of integrated data protection utilities. 

 Data reduction technologies can deliver space savings of 5 to 10 times on average: 

 Enhanced inline compression delivers a near-zero performance impact. Incompressible data 
detection eliminates wasted cycles. 

 Always-on deduplication runs continuously in the background and provides additional space 
savings for use cases such as virtual desktop deployments. 

 Inline zero-block deduplication accelerates VM provisioning by 20% to 30%. 

 Advanced SSD partitioning increases usable capacity by almost 20%. 

You can future-proof your investments with deployment flexibility: 

 All Flash FAS systems are ready for the data fabric. Data can move between the performance and 
capacity tiers on the premises or in the cloud. 

 All Flash FAS offers application and ecosystem integration for virtual desktop integration, database, 
and server virtualization. 

 Without silos, workloads can be nondisruptively scaled out and moved between flash storage and 
HDDs within a cluster. 

For more information, see the NetApp All Flash FAS product page. 

All-Flash Performance Powered by Data ONTAP FlashEssentials 

NetApp FlashEssentials is behind the performance and efficiency of All Flash FAS and encapsulates the 

flash innovation and optimization technologies in Data ONTAP. Data ONTAP, a well-known, leading 

storage operating system, is natively suited for flash media because of its WAFL file system. 

FlashEssentials encompasses technologies that optimize flash performance and media endurance, 

including the following features: 

 Coalesced writes to free blocks, maximizing the performance and longevity of flash media 

 A random read I/O processing path that is designed from the ground up for flash 

 A highly parallelized processing architecture that promotes consistent low latency 

 Built-in quality of service (QoS) that safeguards SLAs in multiworkload and multitenant environments 

 Inline data reduction and compression innovations 

NetApp Clustered Data ONTAP 

With clustered Data ONTAP, NetApp provides enterprise-ready, unified scale-out storage. Developed 

from a solid foundation of proven Data ONTAP technology and innovation, clustered Data ONTAP is the 

basis for large virtualized, shared storage infrastructures that are architected for nondisruptive operations 

over the system’s lifetime. Controller nodes are deployed in HA pairs in a single storage domain or 

cluster. 

Data ONTAP scale-out is a way to respond to growth in a storage environment. As the storage 

environment grows, additional controllers are added seamlessly to the resource pool that resides on the 

shared storage infrastructure. Host and client connections as well as datastores can move seamlessly 

and nondisruptively anywhere in the resource pool. Existing workloads can be easily balanced over the 

available resources, and new workloads can be easily deployed. Technology refreshes (such as replacing 

http://www.netapp.com/us/products/storage-systems/all-flash-fas/


28 NetApp AltaVault and Veritas NetBackup Solution with FlexPod Datacenter:  
NVA Design 

© 2016 NetApp, Inc. All rights reserved. 

 

disk shelves and adding or replacing storage controllers) are accomplished while the environment 

remains online and continues to serve data. Data ONTAP is the first product to offer a complete scale-out 

solution, and it provides an adaptable, always-available storage infrastructure for today’s highly virtualized 

environments. 

NetApp Storage Virtual Machines 

A Data ONTAP cluster serves data through at least one, and possibly multiple, storage virtual machines 

(SVMs; formerly called Vservers). An SVM is a logical abstraction that represents the set of physical 

resources of the cluster. Data volumes and network logical interfaces (LIFs) are created and assigned to 

an SVM and can reside on any node in the cluster to which the SVM has been given access. An SVM can 

own resources on multiple nodes concurrently, and those resources can be moved nondisruptively from 

one node to another. For example, a flexible volume can be nondisruptively moved to a new node and 

aggregate, or a data LIF can be transparently reassigned to a different physical network port. The SVM 

abstracts the cluster hardware and is not tied to any specific physical hardware. 

An SVM can support multiple data protocols concurrently. Volumes within the SVM can be junctioned 

together to form one NAS namespace that makes all of an SVM’s data available through a single share or 

mount point to NFS and CIFS clients. SVMs also support block-based protocols, and LUNs can be 

created and exported using iSCSI, Fibre Channel, or FCoE. Any or all of these data protocols can be 

configured for use within a given SVM. 

Because it is a secure entity, an SVM is only aware of the resources that are assigned to it and has no 

knowledge of other SVMs and their respective resources. Each SVM operates as a separate and distinct 

entity with its own security domain. Tenants can manage the resources allocated to them through a 

delegated SVM administration account. Each SVM can connect to unique authentication zones, such as 

Active Directory, LDAP, or NIS. 

5.6 VMware vSphere 

VMware vSphere is a virtualization platform for holistically managing large collections of infrastructure 

resources—CPUs, storage, and networking—as a seamless, versatile, and dynamic operating 

environment. Unlike traditional operating systems, which manage an individual machine, VMware 

vSphere aggregates the infrastructure of an entire data center to create a single powerhouse with 

resources that can be allocated quickly and dynamically to any application. 

VMware vSphere delivers a robust application environment. For example, with VMware vSphere, all 

applications can be protected from downtime with VMware High Availability without the complexity of 

conventional clustering. In addition, applications can be scaled dynamically to meet changing loads with 

capabilities such as hot add and VMware Distributed Resource Scheduler (DRS). 

For more information, see the VMware vSphere product page. 

5.7 Domain and Element Management 

In the validation effort for the FlexPod Datacenter with VMware vSphere 6.0 design, the following domain 

and element managers were used: 

 Cisco UCS Manager 

 VMware vCenter Server 

 NetApp OnCommand
®
 System Manager and OnCommand Unified Manager 

 NetApp Virtual Storage Console (VSC) 

Cisco UCS Manager 

Cisco UCS Manager provides unified, centralized, and embedded management of all Cisco UCS software 

and hardware components across multiple chassis and thousands of VMs. Administrators use the 

http://www.vmware.com/products/vsphere
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software to manage the entire Cisco UCS as one logical entity through an intuitive GUI, a CLI, or an XML 

API. 

Cisco UCS Manager resides on a pair of Cisco UCS 6200 Series fabric interconnects using a clustered, 

active-standby configuration for high availability. The software gives administrators a single interface for 

performing server provisioning, device discovery, inventory, configuration, diagnostics, monitoring, fault 

detection, auditing, and statistics collection. 

Cisco UCS Manager service profiles and templates support versatile role-based and policy-based 

management. System configuration information can be exported to configuration management databases 

to facilitate processes based on ITIL concepts. Service profiles benefit both virtualized and nonvirtualized 

environments and increase the mobility of nonvirtualized servers. Examples include moving workloads 

from server to server or taking a server offline for service or upgrade. Profiles can be used with 

virtualization clusters to bring new resources online easily, complementing existing VM mobility. 

For more information, see the Cisco UCS Manager product page. 

VMware vCenter Server 

VMware vCenter Server is the simplest and most efficient way to manage VMware vSphere, irrespective 

of the number of VMs in the environment. It provides unified management of all hosts and VMs from a 

single console and aggregates performance monitoring of clusters, hosts, and VMs. 

VMware vCenter Server gives administrators deep insight into the status and configuration of compute 

clusters, hosts, VMs, storage, the guest operating system, and other critical components of a virtual 

infrastructure. A single administrator can manage 100 or more virtualization environment workloads by 

using VMware vCenter Server, more than doubling the typical productivity in managing a physical 

infrastructure. VMware vCenter manages the rich set of features available in a VMware vSphere 

environment. 

For more information, see the VMware vCenter Server product page. 

NetApp OnCommand System Manager and OnCommand Unified Manager 

NetApp OnCommand System Manager enables storage administrators to manage individual storage 

systems or clusters of storage systems. Its easy-to-use interface simplifies common storage 

administration tasks such as creating volumes, LUNs, qtrees, shares, and exports, saving time and 

helping to prevent errors. System Manager works across all NetApp storage systems. NetApp 

OnCommand Unified Manager complements the features of System Manager by enabling the monitoring 

and management of storage within the NetApp storage infrastructure. 

The FlexPod Datacenter with AFF and ACI solution uses both OnCommand System Manager and 

OnCommand Unified Manager to provide storage provisioning and monitoring capabilities within the 

infrastructure. 

NetApp Virtual Storage Console 

NetApp Virtual Storage Console (VSC) software delivers storage configuration and monitoring, datastore 

provisioning, VM cloning, and backup and recovery of VMs and datastores. VSC also includes an API for 

automated control. 

VSC is a VMware vCenter Server plug-in that provides end-to-end VM lifecycle management for VMware 

environments that use NetApp storage. VSC is available to all VMware vSphere Clients that connect to 

vCenter Server. This availability is different from a client-side plug-in that must be installed on every 

VMware vSphere Client. The VSC software can be installed either on the vCenter Server or on a 

separate Windows Server instance or VM. 

http://www.cisco.com/c/en/us/products/servers-unified-computing/ucs-manager/index.html
http://www.vmware.com/products/vcenter-server
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NetApp OnCommand Performance Manager 

NetApp OnCommand Performance Manager provides performance monitoring and incident root-cause 

analysis of systems running clustered Data ONTAP. It is the performance management component of 

OnCommand Unified Manager. Performance Manager helps administrators identify workloads that are 

overusing cluster components and decreasing the performance of other workloads in the cluster. It alerts 

them to these performance events, called incidents, so that they can take corrective action and return 

performance to normal operation. Incidents can be viewed and analyzed in the Performance Manager 

GUI or on the Unified Manager dashboard. 

6 Veritas NetBackup Architecture 

Veritas NetBackup has a three-tiered architecture. The first tier is a master server that provides functions 

such as configuration services, policy creation, scheduling, reporting, and logging. The master server is 

the communications mechanism of the backup application, and it also allocates resources to the media 

servers. The master server’s programs handle all CPU-intensive processes, including scheduling jobs, 

running binaries, and gathering metadata (catalog). The master server disks must enable fast writes and 

have the capability to be expanded without interruption to prevent the server from going down. The 

master server must also have disk space for writing log files. 

The second tier is the media server, the mainstay of the NetBackup environment. The media server must 

be a high-rate-of-data I/O importer and exporter that is enabled through the use of multiple network 

interface cards and host bus adapters. Its connections to disk, tape drives, the SAN, and the LAN depend 

on the backup and storage requirements. The media server must be able to transfer huge quantities of 

data and different data types from source to target under the supervision of the master server. The 

AltaVault appliance is used by the media server to send backups to a public cloud. 

The final tier is the clients tier. The clients are the systems in which the data resides and that must be 

protected. However, certain aspects obscure the line between clients and media servers. From the 

NetBackup standpoint, when a media server sends its own data to a device for backup, it is considered a 

client. Figure 23 represents the three NetBackup tiers. 

Figure 23) NetBackup network tiers. 

 

Veritas NetBackup with Replication Director 

With Veritas NetBackup with Replication Director, you can implement end-to-end protection management 

by performing unified policy management and Snapshot copy monitoring and management. The 

NetBackup media server also manages client backups by replicating Snapshot copies between storage 

systems. 

NetBackup provides the following features: 
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 Unified policy management. Use the centralized backup infrastructure to manage the lifecycle of all 
the data. 

 Snapshot management. Create Snapshot copies and Snapshot schedules, control the number of 
Snapshot copies, and configure the retention policy for each Snapshot copy. 

 Snapshot monitoring. Monitor the creation of Snapshot copies. 

 Snapshot indexing. Index Snapshot copies through the NetBackup catalog for file search and 
granular restore. 

 Replication relationship management. Manage NetApp SnapMirror
®
 and NetApp SnapVault

®
 

relationships as part of a NetBackup storage lifecycle policy. 

During a restore operation, NetBackup manages the transfer of data from the storage system to the 

client. Data can be restored from the primary Snapshot copy, the secondary Snapshot copy, or the 

tertiary storage system. NetBackup allows file-level restores and volume-level restores. 

For more information, see the Veritas NetBackup product page. 

7 NetApp Plug-In for Symantec NetBackup 

To use the Replication Director function of Veritas NetBackup, the NetApp Plug-In 2.0 for Veritas 

NetBackup must be installed and configured. NetApp Plug-In 2.0 for Veritas NetBackup is an adapter 

based on OpenStorage technology that enables you to manage NetApp storage systems in the Veritas 

NetBackup Replication Director environment. With this plug-in, NetBackup can use NetApp Snapshot and 

replication technologies to back up and replicate Snapshot copies between NetApp storage systems. 

7.1 Technology Requirements 

To determine support for implementations of the NetApp AltaVault and Veritas NetBackup solution with 

FlexPod Datacenter, see the following interoperability matrixes: 

 NetApp Interoperability Matrix Tool 

 Cisco UCS Hardware and Software Interoperability Tool 

 VMware Compatibility Guide 

 Veritas NetBackup Master Compatibility List 

Note: Although there are no dependencies between FlexPod with AFF, AltaVault (physical and virtual), 
and NetBackup, NetApp recommends consulting the interoperability matrixes as a best practice. 

7.2 Hardware Requirements 

Table 2 lists the hardware components used to validate and implement the solution. The components 

used in particular implementations might vary based on customer requirements. The FlexPod 

components listed in Table 2 correspond to the minimum hardware required to validate the solution in the 

lab. 

Note: For a list of minimum requirements for a production environment, see the FlexPod Datacenter 
with NetApp All Flash FAS and VMware vSphere Design Guide. In our validation of FlexPod with 
AltaVault, we used one APIC server, but the requirements vary in a production environment 
depending on the deployment strategy. 

Table 2) Hardware requirements. 

Layer Hardware Quantity 

Compute Cisco UCS 6248UP fabric interconnects 2 

Cisco UCS B-200 M4 2 

http://bit.ly/20BtRve
http://support.netapp.com/matrix/
http://www.cisco.com/web/techdoc/ucs/interoperability/matrix/matrix.html
http://www.vmware.com/resources/compatibility/search.php
https://support.symantec.com/en_US/article.tech59978.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_esxi60_n9k_design.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/flexpod_esxi60_n9k_design.html
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Layer Hardware Quantity 

Network Cisco Nexus 9000 2 

Storage NetApp All Flash FAS8060 1 (HA pair) 

NetApp AltaVault AVA-v8 1 

7.3 Software Requirements 

Table 3 lists the software components required to implement the solution. The components used in 

particular implementations might vary based on customer requirements. 

Note: NetApp AltaVault was deployed to an ESXi instance external to the backup environment for the 
purpose of disaster recovery. 

Table 3) Software requirements. 

8 Solution Verification 

The NetApp AltaVault and Veritas NetBackup Solution with FlexPod Datacenter has been validated in the 

lab for the use cases presented in section 3.3, “Use Case Summary.” The solution was thoroughly tested 

by data architects and engineers. 

8.1 Data Backup to AltaVault 

This test case employs the following steps from the NetBackup Master Server: 

1. Take Snapshot copies of all VMs and VM datastores. 

2. Replicate primary volumes to the secondary storage SVM using SnapMirror. 

Layer Software Version  

Compute Cisco UCS Manager infrastructure software bundle 2.2(5b) 

Cisco UCS Manager B-Series software bundle 2.2(5b) 

Network Cisco Nexus 9000 NX-OS 7.0(3)I1(3) 

Storage NetApp AVA-v8 4.1.0.1 

NetApp Data ONTAP 8.3.1 

Software OnCommand Unified Manager for clustered Data ONTAP 6.3 

OnCommand Performance Manager for clustered Data ONTAP 2.0 

NetApp Virtual Storage Console (VSC) 6.1 

Amazon S3 storage N/A 

SUSE Linux Enterprise Server 12 

VMware vSphere ESXi 6 

VMware vCenter 6 

Veritas NetBackup 7.7 

NetApp Plug-In for Veritas NetBackup 2.0 
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3. Copy backup copies to the AltaVault virtual appliance. 

4. Verify the backup copies stored in primary, secondary, and tertiary storage from the NetBackup 
catalog. 

In addition, perform the following verification: 

 Verify data copies using reports and network logs. 

 Verify deduplication and the cloud operation status. 

 Verify the Amazon S3 buckets and confirm that the data slabs were populated. 

8.2 Data Restore from AltaVault 

This test case employs the following steps: 

1. Delete a VM from the vCenter environment and data from another VM. 

2. Identify which backup copy to use for a restore from backup, archive, and restore in NetBackup. 

3. For a VM restore, select Restore Type>Virtual Machine Backup and click Restore. 

4. For a data restore, identify the directory to restore and click Restore. 

5. Verify whether the restore is successful. 

8.3 On-Premises AltaVault Failure 

This test case employs the following steps: 

1. Delete a VM from the vCenter environment and data from another VM. 

2. Destroy the AltaVault configuration. 

3. Restore the AltaVault configuration. 

4. Make sure that any needed data is prepopulated to the AltaVault disk. 

5. Identify which backup copy you want to use to restore from backup, archive, and restore in 
NetBackup. 

6. For VM restore, select Restore Type>Virtual Machine Backup and click Restore. 

7. For a data restore, identify the directory to restore and click Restore. 

8. Verify whether the restore is successful. 

8.4 Disaster Recovery Using AltaVault 

This test case employs the following steps: 

1. Delete all clients that were backed up by the NetBackup appliance. 

2. Delete the AltaVault virtual appliance. 

3. Restore the AltaVault virtual appliance with a new IP address. 

4. Prepopulate necessary data from Amazon S3. 

5. Restore individual VMs from their backup copies from backup, archive, and restore in NetBackup. 

6. Verify the successful restore. 

9 Conclusion 

AltaVault coupled with FlexPod Datacenter with NetApp AFF and NetBackup Replication Director is an 

optimal shared infrastructure that scales beyond the boundaries of the private cloud into the public cloud 

with ease of use and a low cost of ownership not typically seen with traditional tape backup methods. 

With AltaVault, DR strategies are no longer limited to specific locations, and DR solutions can be obtained 

without exorbitant costs and the ongoing maintenance and limited capacity of tape libraries. 
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This infrastructure, which has a proven and validated design, can support multiple use cases and 

applications. The flexibility afforded by customers’ ability to use multiple cloud service providers translates 

to total data sovereignty and control. The efficiency of AltaVault deduplication accelerates data archiving 

and lowers the cost of remote storage. 
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